POLICY AND PROCEDURE

	NUMBER:


	REVIEWED AND REVISED:


	EFFECTIVE DATE:


	SUPERSEDES NO./DATE:



	DISTRIBUTION:

Business Office, Emergency, Nursing Administration, Administration, Health Information

	SUBJECT:

Responding to Government Inquiries
	APPROVED BY:

______________________________________________________________
DEPARTMENT DIRECTOR                                                              

______________________________________________________________
ADMINISTRATION


POLICY:

___Hospital will work cooperatively with law enforcement agencies and provide requested information to the extent __ Hospital is allowed under federal and state laws, rules and regulations.  
PROCEDURE:
 A.
Requests from Law Enforcement as Part of Criminal Investigation.  Unless an exception below applies, no Protected Health Information (“PHI”) will be released to law enforcement officials without the authorization of the patient or appropriate legal process (i.e. search warrant, subpoena or court order).
1. Crime Victim.  If a law enforcement official requests information regarding an individual suspected to be a victim of a crime, hospital personnel shall complete the Crime Victim / Adult Abuse form (Form A) prior to releasing any information to law enforcement.  

a. The completed Form A will be placed in the patient’s medical record.

b. If the suspected victim does not authorize the release of information, an exception allowing the Hospital to release the information must exist.  If one of the exceptions listed on Form A does not exist, the Hospital can not release the information without legal process.

2. Reporting a Crime.  Hospital personnel may disclose PHI to law enforcement officials if the disclosure is necessary to alert law enforcement of the commission and nature of a crime or location of a crime.  Only the minimum amount of information necessary to alert law enforcement will be released.  Additional information will only be released with the authorization of the patient or appropriate legal process.
3. Information for the Purpose of Identifying a Suspect.  Hospital personnel may release limited PHI in response to a law enforcement request for information for the purposes of identifying or locating a suspect, fugitive or missing person.  Hospital personnel may release only the following information without legal process such as a court order:
a. Name and address;

b. Date and place of birth;

c. Social security number;

d. Blood type and RH factor;

e. Type of injury;

f. Date and time of death;

g. Description of distinguishing physical characteristics (including height, weight, gender, race, hair color, eye color, presence or absence of facial hair, scars and tattoos).

4. Federal Authorities.  Hospital personnel may release PHI to federal law enforcement officials for lawful intelligence, counter-intelligence and other national security activities authorized by the National Security Act.

5. Other Exceptions. 
a. To prevent or lessen a serious and imminent threat to the health or safety of a person or the public.

b. Where it appears from all circumstances that the individual who is the subject of the PHI escaped from a correctional institution or from lawful custody.

c. Information released to a coroner or medical examiner for the purpose of identifying a deceased person or determining a cause of death.

d. If the individual who is the subject of the PHI is an inmate in a correctional institution or in the lawful custody of law enforcement, PHI may be released in certain circumstances.  (See Policy ______).
B.
Responding to a Law Enforcement Subpoena.  Various forms of subpoenas can be used by law enforcement officials to obtain documents or records. These include a grand jury subpoena, inspector general subpoenas and Civil Investigative Demands. Because different rules apply to each of these types of subpoenas, Hospital personnel should contact the Administrator immediately if a law enforcement official arrives with any type of a subpoena. Subpoenas do not require immediate response, but usually give a time frame in which a response is required. When served with any type of law enforcement subpoena:
1. Immediately contact the Administrator.  If the Administrator is not available contact the compliance officer.

2. Ask to see the law enforcement official’s identification and/or business card.  Write down in the names and positions of the law enforcement official’s serving the subpoena.

3. When served with a subpoena, hospital personnel are not required to answer any questions of a substantive nature.  Politely decline to answer these questions. Certain subpoenas can ask for specific individuals to testify but reasonable notice of the time and place for such testimony is required. Individuals are not, under any circumstance, required to answer questions at the time of service of a subpoena.
4. All documents or records that are subject to the subpoena should be gathered and placed in a secure location.  Only the necessary hospital personnel will access the documents or records until they are produced pursuant to the subpoena.

C.
Complying with a Search Warrant.  Should a law enforcement official arrive at the Hospital with a valid search warrant which allows for immediate access to Hospital property:
1. Immediately contact the Administrator.  If the Administrator is not available, contact the CFO or the Compliance Officer.

2. Ask to see the law enforcement official’s identification. Write down the names and positions of the law enforcement official(s) conducting the search.

3. Ask for a copy of the search warrant for you to keep.

4. Identify the law enforcement official in charge of the search (“Agent in Charge”).

5. Ask the Agent in Charge to wait until the Administrator and/or his designee arrives.  
6. Contact your attorney.

7. Inform the Agent in Charge that the Hospital will cooperate with the search but is not consenting to the search.  Do not “agree” that the search can be expanded beyond the specific limits or objects described in the search warrant.

8. Observe the search and take notes concerning the specific file cabinets, offices and records being searched. Also record any comments or statements made by the law enforcement officials conducting the search.
9. If the law enforcement officials seek to turn off and seize any computer equipment, explain that this equipment is essential to run the facility. Advise the law enforcement officials that you must back up data before the computers maybe removed.

10. Ask to make copies of  any documents that are seized in the search before they are removed.

11. Ask for a written inventory listing all property or records seized in the search. This written inventory should be signed by the Agent in Charge, who also should provide the time, date and his or her full name, title, address and telephone number.

12. No Hospital employees are required to answer any questions of a substantive nature, such as “tell us about your activities,” “what operations are carried on at this site,” etc. Employees may politely decline to answer these questions; search warrants seek documents, not answers to questions.

13. Do not attempt to impede, physically or otherwise, the person(s) serving and executing the warrant.
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