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It Will Happen To You…
CONGRATULATIONS! You’ve implemented an Electronic Health Record, you’ve met Meaningful Use Stage One and you’re done with all this EHR talk…right? Sorry…you’re just getting started…

While companies who have EHR’s put into place redundancies to prevent or minimize interruptions in availability of the EHR, occasionally the unexpected occurs. Provider practices and hospitals need to prepare their staff to be able to operate in the absence of the Electronic Record and possibly, in the midst of a full blown community disaster.
Below are a few items to consider in preparing for the failure of an Electronic Health Record. For purposes of this guideline, a failure is defined as any event that does not allow staff the normal use of or access to the EHR. Examples of these events are expected or unexpected lengthy system downtime, internet downtime (if your EHR is dependent on internet / offsite hosting), loss of electricity, fire/water damage to your server room, or evacuating patients to a temporary hospital site.
· During emergency preparedness planning, it is very important to involve IT staff. There are questions that will need to be answered in regards to IT:

· As with disaster planning, ask yourselves; What would we need (from IT/EHR) to continue operating safely for 24 hours? 72 hours? A week?
· Where is back up information stored? What exactly is stored? What is the format of back up information? (mostly images - not live documentation) How is it accessed? Who can access the information?

· If you have a large scale community disaster with additional professional volunteers to help – are they going to be allowed to access your system? How?

· Each department that utilizes the EHR for daily operations needs to have a procedure for staff to follow. The procedure should identify essential functions pertinent to continue the safe delivery of patient care and how those functions are going to be completed in the absence of access to the EHR. 

· Examples of essential functions are: patient identification and tracking, documenting and executing provider orders, documenting assessments, and medication administration.
· It may be helpful to have stored in a central location packets of paper versions of the following:
· Registration information, including an area for manual writing of insurance information in the event a copier is not available.
· Provider order sheets and progress notes.
· General nursing assessment template, Medication Administration Record  template, vital signs, and nursing note flow sheet.
· Basic discharge instructions.
· Key consent forms (transfusions, emergency procedures, etc)

· If utilizing paper forms during system down time, how is the information getting into the record when the system is back on? Who will do the data entry or scanning? Identifying this in early planning can prevent confusion after the event.

The above mentioned items are to get you thinking about preparing your staff for an event involving your Electronic Health Record and are not intended to be all inclusive. Do not allow your organization to have a false sense of security even if you’ve been assured by your software vendor. Downtime will happen to you. Partner with your EHR Company and plan for the unexpected. Sadly, these days, it is not IF a disaster is going to happen– it’s WHEN. 
Written by:  Mary Erickson, Patricia Kosednar, Sharon Milanos and Mark Norby of Health Technology Services a division of Mountain Pacific Quality Health Foundation. 
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