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POLICY and PROCEDURE
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	Policy Statement

To inform Pioneer Medical Center management and employees of the policy for use of computer, voicemail and electronic systems.
Procedure

1. It is the policy of Pioneer Medical Center that all electronic office data storage systems and facsimiles are the property of PMC and are provided to employees for their use in conducting Pioneer Medical Center business during the normal working day. These systems belong to PMC and are accessible at all times by Pioneer Medical Center management for any business purpose. The use of these systems by an employee to conduct any outside business activity is prohibited.
2. While Pioneer Medical Center respects the privacy of its employees, that privacy does not extend to work related conduct or the use of PMC equipment.  Personal use should be kept to a minimum and conducted outside of normal business hours or on lunch or other scheduled breaks.  Although incidental personal use of PMC computers, internet access, facsimile and voice mail systems is permitted, all personal messages, data or files generated will be treated the same as any other system file or data and may be accessed by Pioneer Medical Center management.  Internet usage at Pioneer Medical Center is monitored by an electronic system for appropriate use.
3. Because PMC may access your personal data, files and messages without notice, you should not access, transmit or maintain any data in the system that you would not want viewed or read by a third party.  PMC also reserves the right to change or override voicemail or computer passwords or personal codes for all company equipment.
4. PMC employees should be aware that abuse of these systems, including transmission of improper messages or the viewing of improper materials is prohibited and will subject employees to appropriate discipline up to and including termination.  Employees are specifically prohibited from sending any messages of an offensive or harassing nature either to co-workers or to individuals outside of PMC offices.  Examples of potentially prohibited conduct include viewing data or transmission of information which includes sexually explicit messages or jokes; slurs or jokes based on an ethnic or other protected classification or any other message that may be construed as harassing or offensive, including those based on sex, race, religion, sexual orientation, age, disability, national origin or political beliefs. Any employee who feels the system is being abused or is offended by activities on the system should report it immediately to Pioneer Medical Center management.
5. PMC employees are prohibited from downloading software or programs for personal use.  Software and programs required for business purposes will be downloaded by qualified PMC information technology personnel.

6. Be aware that electronic mail sent from PMC is readily identifiable as being from Pioneer Medical Center.  Any use of the system should not be detrimental to the mission or goals of the medical center nor create any non-business-related liabilities for Sweet Grass County.
7. Data and communication transmitted electronically from PMC are subject to the same policies and procedures that govern similar written or telephonic communications (e.g., letters to the Governor, legislators, media).
8. Specific levels of access are designed into Pioneer Medical Center systems.  Employees are prohibited from attempting to gain access to unauthorized areas of the systems or “hacking” into unauthorized areas. 
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